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n Background

Source: https://www.google.com/intl/en/ipv6/statistics.html

With the growing address exhaustion of IPv4 , IPv6 is being deployed increasingly 
commonly around the world, and this trend will accelerate.

IPv6 Adoption

https://www.google.com/intl/en/ipv6/statistics.html
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n Motivations

l Various IPv6 address configuration methods

l Vast IPv6 space

l Low address usage

Scanning entire IPv4 address space only needs tens of minutes

Scanning entire IPv6 address space needs more  than 1 million years 

How to quickly find active IPv6 addresses in limited probe resources?

Brute-force scanning of all IPv6 space is infeasible



nMotivations

Framework of IPv6 address probing

Hitlist : IPv6 address list extracted from multiple data sources
Seed addresses: Active address as input of address generation algorithms
Target address: Possible active address generated by a address generation algorithm
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nMotivations

Framework of IPv6 address probing
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Challenge 1
Over-dependence on seeds and poor results due to sampling bias of seeds



n Motivations

Global IPv6 reachable 
prefix address space

IPv6 address space

Predicted address space

Seed address

Invalid address set

Set of predicted addresses

Challenge 2
Few seed addresses, 
difficult to learn characteristics

Challenge 3
No seed addresses, 
unable to learn characteristics



nMotivations

How to detect active IPv6 addresses in a 
comprehensive, systematic and efficient way?



High-level overview of AddrMiner

n AddrMiner
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A Comprehensive Global Active IPv6 Address Discovery System

AddrMiner implementation: https://github.com/AddrMiner/AddrMiner

https://github.com/AddrMiner/AddrMiner
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n AddrMiner-N

Commonality: more zeros in the high，and non-zero 
values in the low (Low bytes)

2001:dba8::8::1
2001:dba8::6::1
……
2003:3ef::1
2003:3ef::2

Mine generic patterns and migrate to generate target addresses under
any BGP prefix.

Core 
Ideas

E.g.

Address patterns (i.e., structure) tend to have similarities across network configurations



n AddrMiner-N

Workflow of AddrMiner-N



n AddrMiner-N
Undirected Graph 

Construction
Pattern Mining Address Detection

1. The nodes of undirected graph represent the address patterns
2. The edges indicate the similarity of the different patterns
3. The weights represent the degree of similarity between different patterns

Calculation of the similarity of two patternsUndirected Graph Construction

Address pattern. e.g. 2001:da8:*[0-8]:1



n AddrMiner-N
Undirected Graph 

Construction
Pattern Mining Address Detection

1. The graph community discovery algorithm will produce many communities
2. Merging pattern strings to build common pattern library

graph community discovery

Pattern Mining Merging process of different patterns



n AddrMiner-N
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n AddrMiner-N

Compared with existing solutions,  AddrMiner-N is 60%-520% more efficient in detecting 
active IPv6 addresses, and the active addresses found cover more than 81% of BGP prefixes.

Do not work

Hit rate in the no seed scenario.
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n AddrMiner-F

Undirected Graph 
Construction

Pattern Mining Address Detection

Similarity Matching Strategy

Target pattern

Pattern library
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n AddrMiner-F

Compared to existing solutions, AddrMiner-F is 70%-150% more efficient at detecting active 
IPv6 addresses.

Hit rate in the few seed scenario.
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n AddrMiner-S

The sampling bias reduces the probing efficiency

The density of seeds is positively correlated with the density of 
real active IPv6 addressesAssumption

Density distribution. 
AddrMiner implementation: https://github.com/AddrMiner/AddrMiner

https://github.com/AddrMiner/AddrMiner


n AddrMiner-S

20010daf8000000000000001000000000000

20010daf8000000000000002000000000000

20010daf8100000000000003000000000f 00

20010daf8100000000000008000000000000

20010daf8100000000000009000000000000

20010daf810000000000000a000000000000

20010daf810000000000000b000000000000

20010daf810000000000000c000000000000
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discover high-density regions of seed addresses

l Discover high-density region of seed addresses



n AddrMiner-S
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l Target generation and update reward

Workflow of AddrMiner-S



n AddrMiner-S

Hit rate in some prefixes Hit rate in Gasser's hitlist Consistency of density

Compared with existing solutions, AddrMiner-S has an active address hit rate of 56.3% and a
94%-2000% improvement when generating 50 million candidate addresses.

Eliminate sampling bias of seeds



n Pattern Library

AddrMiner can dig out address patterns that not only contain the address patterns of RFC
documents, but can also discover more valuable address patterns.

low-byte with a run of zeroes followed only by a low number; embedded-IPv4 inserting one IPv4 address
embedded-port including the service port in the lowest-order byte of the IID; ISATAP IID with
"0200:5EFE" flag and IPv4 address; EUI-64 IID with an embedded MAC address.



n IPv6 Hitlist

The IPv6 hitlist collected with greater quantity, higher quality, and wider distribution.

Will be publicly available: http://tsinghua-nmgroup-ipv6.cn/

http://tsinghua-nmgroup-ipv6.cn/


n Contributions

AddrMiner: A comprehensive global active IPv6 address probing system.

AddrMiner-N: filling the gap of address probing in the seedless address space regions

AddrMiner-F: More efficient active address detection algorithm in few seed regions

AddrMiner-S: More efficient active address detection algorithm in sufficient seed regions

IPv6 Hitlist: greater quantity, higher quality, and wider distribution



Thanks for your attention!

Q&A
Email: sgl18@mails.Tsinghua.edu.cn


