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BACKGROUND
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§ According to the latest statistics, the worldwide cloud market grew 32% to $39.9 

billion in the fourth quarter of 2020.

§ With the ever-increasing number of users and services, the operation and maintenance 

of public clouds are facing more challenges.

§ One of the most common services in public cloud networks is sharing of resources to 

achieve convenient management and low cost.

§ For cloud users, the common sharing of resources service is the shared bandwidth 

package (sBwp).



BACKGROUND
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§ sBwp is a user-friendly traffic management service.

§ Specifically, users with a large number of VMs can choose to use sBwp service 

to purchase aggregate bandwidth for all VMs, rather than purchasing bandwidth 

for each VM individually.
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PROBLEM DEFINITION
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§ Problem Statement

Ø When users find anomalies in sBwp traffic, 

they want to locate the specific VM(s) in 

sBwp associated with the anomaly.

A specific anomaly example.

§ Problem Formulation:

Ø Traffic time series of sBwp:

Ø Set of traffic time series of the VMs:

Ø Since all          in       together produce the sBwp traffic:

Ø Anomaly time interval: 

Ø The goal of the localization algorithm: find a subset of    

that is the anomaly root cause of          in             .
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y(t)
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X = {x1(t), x2(t), ..., xn(t)}
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x(t)
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X
<latexit sha1_base64="Np1fbrxVBozfmhTJbNJv36gJlEc=">AAACBnicbZBNS8NAEIY39avWr6hHERaLUBFCUkS9CAUvHivYD2hD2Gw37dLNJuxupCH05MW/4sWDIl79Dd78N27aHLQ6sMzDOzPMzuvHjEpl219GaWl5ZXWtvF7Z2Nza3jF399oySgQmLRyxSHR9JAmjnLQUVYx0Y0FQ6DPS8cfXeb1zT4SkEb9TaUzcEA05DShGSkueeZjW1MnVxHN0Op149TxZlqWRa/TMqm3Zs4B/wSmgCopoeuZnfxDhJCRcYYak7Dl2rNwMCUUxI9NKP5EkRniMhqSnkaOQSDebnTGFx1oZwCAS+nEFZ+rPiQyFUqahrztDpEZysZaL/9V6iQou3YzyOFGE4/miIGFQRTD3BA6oIFixVAPCguq/QjxCAmGlnatoE5zFk/9Cu24555Z9e1Zt1As7yuAAHIEacMAFaIAb0AQtgMEDeAIv4NV4NJ6NN+N93loyipl98CuMj2+J9JXt</latexit>

y(t) = x1(t) + x2(t) + ...+ xn(t)
<latexit sha1_base64="97seQcFwn8A3s3SrPCLC+QwUAuM=">AAAB8HicbVBNSwMxEM3Wr1q/qh69BItQQcpuEfVY8OKxgv2QdlmyabYNTbJLMiuUpb/CiwdFvPpzvPlvTNs9aOuDgcd7M8zMCxPBDbjut1NYW9/Y3Cpul3Z29/YPyodHbROnmrIWjUWsuyExTHDFWsBBsG6iGZGhYJ1wfDvzO09MGx6rB5gkzJdkqHjEKQErPVYhMBcQsPOgXHFr7hx4lXg5qaAczaD81R/ENJVMARXEmJ7nJuBnRAOngk1L/dSwhNAxGbKepYpIZvxsfvAUn1llgKNY21KA5+rviYxIYyYytJ2SwMgsezPxP6+XQnTjZ1wlKTBFF4uiVGCI8ex7POCaURATSwjV3N6K6YhoQsFmVLIheMsvr5J2veZd1dz7y0qjnsdRRCfoFFWRh65RA92hJmohiiR6Rq/ozdHOi/PufCxaC04+c4z+wPn8AeVSj8Q=</latexit>

(ts, te)
<latexit sha1_base64="p0Ut1IxA2lbthXlTYe1ilTVqdY0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKqMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip2R2UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW966rbvKrUa3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBso+M0Q==</latexit>

X
<latexit sha1_base64="0S+O8cWRjtTEC8NRzh1U4YgEqSQ=">AAAB63icbVBNS8NAEN3Ur1q/qh69LBahXkpSRD0WvHisYD+gDWWz3bRLdzdhdyKE0L/gxYMiXv1D3vw3btoctPXBwOO9GWbmBbHgBlz32yltbG5t75R3K3v7B4dH1eOTrokSTVmHRiLS/YAYJrhiHeAgWD/WjMhAsF4wu8v93hPThkfqEdKY+ZJMFA85JZBLaR0uR9Wa23AXwOvEK0gNFWiPql/DcUQTyRRQQYwZeG4MfkY0cCrYvDJMDIsJnZEJG1iqiGTGzxa3zvGFVcY4jLQtBXih/p7IiDQmlYHtlASmZtXLxf+8QQLhrZ9xFSfAFF0uChOBIcL543jMNaMgUksI1dzeiumUaELBxlOxIXirL6+TbrPhXTfch6taq1nEUUZn6BzVkYduUAvdozbqIIqm6Bm9ojdHOi/Ou/OxbC05xcwp+gPn8weAJo3V</latexit>

y(t)
<latexit sha1_base64="97seQcFwn8A3s3SrPCLC+QwUAuM=">AAAB8HicbVBNSwMxEM3Wr1q/qh69BItQQcpuEfVY8OKxgv2QdlmyabYNTbJLMiuUpb/CiwdFvPpzvPlvTNs9aOuDgcd7M8zMCxPBDbjut1NYW9/Y3Cpul3Z29/YPyodHbROnmrIWjUWsuyExTHDFWsBBsG6iGZGhYJ1wfDvzO09MGx6rB5gkzJdkqHjEKQErPVYhMBcQsPOgXHFr7hx4lXg5qaAczaD81R/ENJVMARXEmJ7nJuBnRAOngk1L/dSwhNAxGbKepYpIZvxsfvAUn1llgKNY21KA5+rviYxIYyYytJ2SwMgsezPxP6+XQnTjZ1wlKTBFF4uiVGCI8ex7POCaURATSwjV3N6K6YhoQsFmVLIheMsvr5J2veZd1dz7y0qjnsdRRCfoFFWRh65RA92hJmohiiR6Rq/ozdHOi/PufCxaC04+c4z+wPn8AeVSj8Q=</latexit>

(ts, te)



WORKING PROCESS

ISSRE 2021

§ Finding Anomaly

Ø The user discovers an anomaly in the sBwp 

traffic time series.

§ Getting Information

Ø The user reports the anomaly information to 

the cloud network.

§ Starting Localization

Ø Pulling data from DB.

Ø Starting localization algorithm.

Ø Getting ranking list.

§ Feedback Top K Results

Ø The operator feeds top k back to the user.

§ Complete & Release

Finding anomaly

Router

User

Getting infomation

region
user_id
anomaly_time 
duration
metric_name

Starting localization

Operator

Pulling data from DB

Starting localization 
Algorithm

Ranking list1. vm1,0.44
2. vm2,0.25
3. vm3,0.21

…

Feedback Top K results

Automatic
Tool

Complete & Release

Shared bandwidth traffic

Working process of the anomaly localization.



CHALLENGES
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§ Large scale. 

Ø The number of users using shared bandwidth package services in the public cloud is vast, with virtual 

machines deployed worldwide.

§ Diversity of traffic anomalies. 
Ø Due to the different service applications deployed by users in the cloud network, traffic anomalies exhibit 

diversity.

§ Low overhead and real-time. 
Ø Since cloud service providers need to provide root cause localization services to a multitude of users, the 

localization algorithm is constrained in computational and storage resources.

§ Dynamicity. 

Ø Users frequently change the deployment of virtual machines and network devices, benefitting from the 

powerful dynamic tuning capabilities of cloud networks.



MOTIVATIONS
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§ Intuitive Idea:

Ø Building a prediction model to calculate the 

deviation between the prediction time series 

and the real time series.

§ Limitations:

Ø Deep learning-based methods, high accuracy,

but requiring offline training.

Ø Traditional statistic-based methods, easy to 

implement, but low accuracy.

§ Solutions:

Ø Based on traditional statistic-based methods.

Ø Adding new dimensions to improve accuracy. 

An example of motivation.



SYSTEM DESIGN -- OVERVIEW
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§ Data Collection

Ø Obtain the traffic data of the sBwp and 

all VMs using the sBwp service.

§ Algorithm Running

Ø Absolute Deviation

o Prediction Algorithm

Ø Relative Deviation

o Anomaly Amplitude

o Shape Similarity

§ Algorithm Integration

Ø Ranking Algorithm

sBwp Traffic 
time series

Storage DB cluster
All VMs traffic 

time series

Absolute Deviation

Prediction Algorithm
(Moving Average)

Relative Deviation
Anomaly Amplitude

(EVT-based)

Shape Similarity
(Set-based Similarity)

Ranking Algoritm Ranking VMs List

Data Collection

Algorithm Running

Algorithm Integration

Structure of localization system.



SYSTEM DESIGN -- ABSOLUTE DEVIATION
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§ Prediction Model Formulation:
Ø Traffic time series of sBwp:

Ø Set of traffic time series of the VMs:

Ø Prediction model:     ; represents the 

predicted value of          at time     . 

Ø Absolute deviation:

Ø Total absolute deviation of in the ：

Ø Similarly, the cumulative absolute deviation in

for each in    :

<latexit sha1_base64="0S+O8cWRjtTEC8NRzh1U4YgEqSQ=">AAAB63icbVBNS8NAEN3Ur1q/qh69LBahXkpSRD0WvHisYD+gDWWz3bRLdzdhdyKE0L/gxYMiXv1D3vw3btoctPXBwOO9GWbmBbHgBlz32yltbG5t75R3K3v7B4dH1eOTrokSTVmHRiLS/YAYJrhiHeAgWD/WjMhAsF4wu8v93hPThkfqEdKY+ZJMFA85JZBLaR0uR9Wa23AXwOvEK0gNFWiPql/DcUQTyRRQQYwZeG4MfkY0cCrYvDJMDIsJnZEJG1iqiGTGzxa3zvGFVcY4jLQtBXih/p7IiDQmlYHtlASmZtXLxf+8QQLhrZ9xFSfAFF0uChOBIcL543jMNaMgUksI1dzeiumUaELBxlOxIXirL6+TbrPhXTfch6taq1nEUUZn6BzVkYduUAvdozbqIIqm6Bm9ojdHOi/Ou/OxbC05xcwp+gPn8weAJo3V</latexit>

y(t)

<latexit sha1_base64="LBr/NGyd5dF48RZesZ+3TvALoI8=">AAACB3icbZBNS8MwGMdTX+d8q3oUJDiECVLaIepFGHjxOMG9wFpKmqVbWJqWJJWNspsXv4oXD4p49St489uYbj3o5gMhP/7/5yF5/kHCqFS2/W0sLa+srq2XNsqbW9s7u+befkvGqcCkiWMWi06AJGGUk6aiipFOIgiKAkbawfAm99sPREga83s1TogXoT6nIcVIack3jzrXbjbynao6PRv5tfyyLEsj1+hOfLNiW/a04CI4BVRAUQ3f/HJ7MU4jwhVmSMquYyfKy5BQFDMyKbupJAnCQ9QnXY0cRUR62XSPCTzRSg+GsdCHKzhVf09kKJJyHAW6M0JqIOe9XPzP66YqvPIyypNUEY5nD4UpgyqGeSiwRwXBio01ICyo/ivEAyQQVjq6sg7BmV95EVo1y7mw7LvzSr1WxFECh+AYVIEDLkEd3IIGaAIMHsEzeAVvxpPxYrwbH7PWJaOYOQB/yvj8AfO2lsQ=</latexit>

X = {x1(t), x2(t), ..., xn(t)}
<latexit sha1_base64="RkmUpBXRz7DPb6QhJY5/oM+YwdY=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Vjw0mML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkfu53nlBpHssHM03Qj+hI8pAzaqzUrA9KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGdn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyveTcVtXpdr1TyOApzDBVyBB7dQgzo0oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4Amk+MwQ==</latexit>

H
<latexit sha1_base64="u7NA5zU6nSlILidW/qbBcNl8lck=">AAAB8HicbVBNSwMxEM36WetX1aOXYBHaS9ktoh4LXnqsYD+kXUo2zbahSXZJZoVl6a/w4kERr/4cb/4b03YP2vpg4PHeDDPzglhwA6777Wxsbm3v7Bb2ivsHh0fHpZPTjokSTVmbRiLSvYAYJrhibeAgWC/WjMhAsG4wvZv73SemDY/UA6Qx8yUZKx5ySsBKj81KWoEhrVaHpbJbcxfA68TLSRnlaA1LX4NRRBPJFFBBjOl7bgx+RjRwKtisOEgMiwmdkjHrW6qIZMbPFgfP8KVVRjiMtC0FeKH+nsiINCaVge2UBCZm1ZuL/3n9BMJbP+MqToApulwUJgJDhOff4xHXjIJILSFUc3srphOiCQWbUdGG4K2+vE469Zp3XXPvr8qNeh5HAZ2jC1RBHrpBDdRELdRGFEn0jF7Rm6OdF+fd+Vi2bjj5zBn6A+fzB0+Ij2I=</latexit>

H(y(tc))
<latexit sha1_base64="0S+O8cWRjtTEC8NRzh1U4YgEqSQ=">AAAB63icbVBNS8NAEN3Ur1q/qh69LBahXkpSRD0WvHisYD+gDWWz3bRLdzdhdyKE0L/gxYMiXv1D3vw3btoctPXBwOO9GWbmBbHgBlz32yltbG5t75R3K3v7B4dH1eOTrokSTVmHRiLS/YAYJrhiHeAgWD/WjMhAsF4wu8v93hPThkfqEdKY+ZJMFA85JZBLaR0uR9Wa23AXwOvEK0gNFWiPql/DcUQTyRRQQYwZeG4MfkY0cCrYvDJMDIsJnZEJG1iqiGTGzxa3zvGFVcY4jLQtBXih/p7IiDQmlYHtlASmZtXLxf+8QQLhrZ9xFSfAFF0uChOBIcL543jMNaMgUksI1dzeiumUaELBxlOxIXirL6+TbrPhXTfch6taq1nEUUZn6BzVkYduUAvdozbqIIqm6Bm9ojdHOi/Ou/OxbC05xcwp+gPn8weAJo3V</latexit>

y(t)
<latexit sha1_base64="Hu6S8BGF1tuag5kIxnflfl2aLjw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKVI8FLx4r2g9oQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4WNza3tneJuaW//4PCofHzSNnGqGW+xWMa6G1DDpVC8hQIl7yaa0yiQvBNMbud+54lrI2L1iNOE+xEdKREKRtFKDzhgg3LFrboLkHXi5aQCOZqD8ld/GLM04gqZpMb0PDdBP6MaBZN8VuqnhieUTeiI9yxVNOLGzxanzsiFVYYkjLUthWSh/p7IaGTMNApsZ0RxbFa9ufif10sxvPEzoZIUuWLLRWEqCcZk/jcZCs0ZyqkllGlhbyVsTDVlaNMp2RC81ZfXSbtW9epV9/6q0qjlcRThDM7hEjy4hgbcQRNawGAEz/AKb450Xpx352PZWnDymVP4A+fzB042jcM=</latexit>

tc
<latexit sha1_base64="gAi7zofqK8M+j+Q1u/CnM/OnUTg=">AAACB3icbZDLSsNAFIYn9VbrLepSkMEitAtLUkTdCAU3XVawF2hDmEwn7dDJJMxMhJB258ZXceNCEbe+gjvfxmkbQVt/GPj4zzmcOb8XMSqVZX0ZuZXVtfWN/GZha3tnd8/cP2jJMBaYNHHIQtHxkCSMctJUVDHSiQRBgcdI2xvdTOvteyIkDfmdSiLiBGjAqU8xUtpyzeO+65eSknJxuXw9nsNZ/ccZu2bRqlgzwWWwMyiCTA3X/Oz1QxwHhCvMkJRd24qUkyKhKGZkUujFkkQIj9CAdDVyFBDppLM7JvBUO33oh0I/ruDM/T2RokDKJPB0Z4DUUC7WpuZ/tW6s/CsnpTyKFeF4vsiPGVQhnIYC+1QQrFiiAWFB9V8hHiKBsNLRFXQI9uLJy9CqVuyLinV7XqxVszjy4AicgBKwwSWogTpogCbA4AE8gRfwajwaz8ab8T5vzRnZzCH4I+PjG7pil0E=</latexit>

df (y(tc)) = |y(tc)�H(y(tc))|
<latexit sha1_base64="0S+O8cWRjtTEC8NRzh1U4YgEqSQ=">AAAB63icbVBNS8NAEN3Ur1q/qh69LBahXkpSRD0WvHisYD+gDWWz3bRLdzdhdyKE0L/gxYMiXv1D3vw3btoctPXBwOO9GWbmBbHgBlz32yltbG5t75R3K3v7B4dH1eOTrokSTVmHRiLS/YAYJrhiHeAgWD/WjMhAsF4wu8v93hPThkfqEdKY+ZJMFA85JZBLaR0uR9Wa23AXwOvEK0gNFWiPql/DcUQTyRRQQYwZeG4MfkY0cCrYvDJMDIsJnZEJG1iqiGTGzxa3zvGFVcY4jLQtBXih/p7IiDQmlYHtlASmZtXLxf+8QQLhrZ9xFSfAFF0uChOBIcL543jMNaMgUksI1dzeiumUaELBxlOxIXirL6+TbrPhXTfch6taq1nEUUZn6BzVkYduUAvdozbqIIqm6Bm9ojdHOi/Ou/OxbC05xcwp+gPn8weAJo3V</latexit>

y(t)
<latexit sha1_base64="97seQcFwn8A3s3SrPCLC+QwUAuM=">AAAB8HicbVBNSwMxEM3Wr1q/qh69BItQQcpuEfVY8OKxgv2QdlmyabYNTbJLMiuUpb/CiwdFvPpzvPlvTNs9aOuDgcd7M8zMCxPBDbjut1NYW9/Y3Cpul3Z29/YPyodHbROnmrIWjUWsuyExTHDFWsBBsG6iGZGhYJ1wfDvzO09MGx6rB5gkzJdkqHjEKQErPVYhMBcQsPOgXHFr7hx4lXg5qaAczaD81R/ENJVMARXEmJ7nJuBnRAOngk1L/dSwhNAxGbKepYpIZvxsfvAUn1llgKNY21KA5+rviYxIYyYytJ2SwMgsezPxP6+XQnTjZ1wlKTBFF4uiVGCI8ex7POCaURATSwjV3N6K6YhoQsFmVLIheMsvr5J2veZd1dz7y0qjnsdRRCfoFFWRh65RA92hJmohiiR6Rq/ozdHOi/PufCxaC04+c4z+wPn8AeVSj8Q=</latexit>

(ts, te)
<latexit sha1_base64="1vejfhsBe9i7zqaXPpfyfvFwVts=">AAACInicbZBLS8NAEMc39VXrK+rRS7AIDYWQFPFxEApePFawD2hj2Gw27dLNg92NEEI/ixe/ihcPinoS/DBu2lC0dWDhN/+ZYXb+bkwJF6b5pZRWVtfWN8qbla3tnd09df+gw6OEIdxGEY1Yz4UcUxLitiCC4l7MMAxcirvu+Dqvdx8w4yQK70QaYzuAw5D4BEEhJUe99Bz/PuNJMKmlNaHrVzLPyeG6Xp9z3ZKZYRhzBeu6o1ZNw5yGtgxWAVVQRMtRPwZehJIAhwJRyHnfMmNhZ5AJgiieVAYJxzFEYzjEfYkhDDC3s+mJE+1EKp7mR0y+UGhT9fdEBgPO08CVnQEUI75Yy8X/av1E+Bd2RsI4EThEs0V+QjURablfmkcYRoKmEiBiRP5VQyPIIBLS1Yo0wVo8eRk6DcM6M8zb02qzUdhRBkfgGNSABc5BE9yAFmgDBB7BM3gFb8qT8qK8K5+z1pJSzByCP6F8/wCCDaBx</latexit>

dsumf (y(t)) = df (y(ts)) + df (y(ts + 1)) + ...+ df (y(te))
<latexit sha1_base64="97seQcFwn8A3s3SrPCLC+QwUAuM=">AAAB8HicbVBNSwMxEM3Wr1q/qh69BItQQcpuEfVY8OKxgv2QdlmyabYNTbJLMiuUpb/CiwdFvPpzvPlvTNs9aOuDgcd7M8zMCxPBDbjut1NYW9/Y3Cpul3Z29/YPyodHbROnmrIWjUWsuyExTHDFWsBBsG6iGZGhYJ1wfDvzO09MGx6rB5gkzJdkqHjEKQErPVYhMBcQsPOgXHFr7hx4lXg5qaAczaD81R/ENJVMARXEmJ7nJuBnRAOngk1L/dSwhNAxGbKepYpIZvxsfvAUn1llgKNY21KA5+rviYxIYyYytJ2SwMgsezPxP6+XQnTjZ1wlKTBFF4uiVGCI8ex7POCaURATSwjV3N6K6YhoQsFmVLIheMsvr5J2veZd1dz7y0qjnsdRRCfoFFWRh65RA92hJmohiiR6Rq/ozdHOi/PufCxaC04+c4z+wPn8AeVSj8Q=</latexit>

(ts, te)

<latexit sha1_base64="9WPMNeAgw410gDusoY/7CIW1OKU=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKqMeCF48t2FZoQ9lsJ+3azSbsbsQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMTqPqAaBZfYMtwIvE8U0igQ2AnGNzO/84hK81jemUmCfkSHkoecUWOl5lO/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+xmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+Sdq3qXVbd5kWlXsvjKMIJnMI5eHAFdbiFBrSAAcIzvMKb8+C8OO/Ox6K14OQzx/AHzucP4w+M8Q==</latexit>x
<latexit sha1_base64="p0Ut1IxA2lbthXlTYe1ilTVqdY0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKqMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip2R2UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW966rbvKrUa3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBso+M0Q==</latexit>

X
<latexit sha1_base64="/2vohSHjjE0Eil/2MX0ol9xDdvM=">AAACZ3ichZFLSwMxFIXvjK9aHx2tiOAmWhQFKTNF1J0FNy4r2Ae0tWTSTBuayQxJRixD/6Q79278F6YPsFbFGwIf555LkhM/5kxp132z7KXlldW1zHp2Y3NrO+fs7NZUlEhCqyTikWz4WFHOBK1qpjltxJLi0Oe07g/uxv36M5WKReJRD2PaDnFPsIARrI0UObfQhQ4E8AQpKEgghBEgOIMXo3oT0nBu1oXhv52leSc6/cctvtwdp+AW3Umhn+DNoACzqnSc11Y3IklIhSYcK9X03Fi3Uyw1I5yOsq1E0RiTAe7RpkGBQ6ra6SSnEToxShcFkTRbaDRR5ydSHCo1DH3jDLHuq8XeWPyt10x0cNNOmYgTTQWZHhQkHOkIjUNHXSYp0XxoABPJzF0R6WOJiTZfkzUheItP/gm1UtG7KroPl4VyaRZHBg7h2ETpwTWU4R4qUAUC71bWylt71oeds/ftg6nVtmYzefhW9tEnwJGeQg==</latexit>

dsumf (x1(t)), d
sum
f (x2(t)), . . . , d

sum
f (xn(t))

Ø Ratio of each VM to the sbwp:

Ø The higher the value of                , the more 

likely it is the root cause.

Ø Select Moving Average algorithm as    .

A specific anomaly example
<latexit sha1_base64="4Fvvc4rB4REsJNNZbM9PlzYnnxo=">AAACIXicbZDLSsNAFIYn9VbrLerSzWAR2k1Jimg3QsGNywr2Am0Mk8mkHTq5MDMRQ+iruPFV3LhQpDvxZZykWdTWAwM/338OZ87vRIwKaRjfWmljc2t7p7xb2ds/ODzSj096Iow5Jl0cspAPHCQIowHpSioZGUScIN9hpO9MbzO//0S4oGHwIJOIWD4aB9SjGEmFbL3l2t5jBGvPNVmvwxs48jjCaQZTEfuzwpgtkyQntl41GkZecF2YhaiCojq2Ph+5IY59EkjMkBBD04iklSIuKWZkVhnFgkQIT9GYDJUMkE+EleYXzuCFIi70Qq5eIGFOlydS5AuR+I7q9JGciFUvg/95w1h6LSulQRRLEuDFIi9mUIYwiwu6lBMsWaIEwpyqv0I8QSojqUKtqBDM1ZPXRa/ZMK8axv1ltd0s4iiDM3AOasAE16AN7kAHdAEGL+ANfIBP7VV71760+aK1pBUzp+BPaT+/ii+h3w==</latexit>

dpf (x(t)) =
dsumf (x(t))

dsumf (y(t))
<latexit sha1_base64="SM6CPDdVnZshtkRXOKRNA5pjqZk=">AAAB83icbVBNTwIxEO3iF+IX6tFLIzGBC9klRj2SePGIiYAJrKTb7UJDt9u0s0ay4W948aAxXv0z3vw3FtiDgi+Z5OW9mczMC5TgBlz32ymsrW9sbhW3Szu7e/sH5cOjjklSTVmbJiLR9wExTHDJ2sBBsHulGYkDwbrB+Hrmdx+ZNjyRdzBRzI/JUPKIUwJW6oeD6EHh6lMVarVBueLW3TnwKvFyUkE5WoPyVz9MaBozCVQQY3qeq8DPiAZOBZuW+qlhitAxGbKepZLEzPjZ/OYpPrNKiKNE25KA5+rviYzExkziwHbGBEZm2ZuJ/3m9FKIrP+NSpcAkXSyKUoEhwbMAcMg1oyAmlhCqub0V0xHRhIKNqWRD8JZfXiWdRt27qLu355VmI4+jiE7QKaoiD12iJrpBLdRGFCn0jF7Rm5M6L86787FoLTj5zDH6A+fzB2BvkIw=</latexit>

dpf (x(t))

<latexit sha1_base64="RkmUpBXRz7DPb6QhJY5/oM+YwdY=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Vjw0mML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkfu53nlBpHssHM03Qj+hI8pAzaqzUrA9KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGdn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyveTcVtXpdr1TyOApzDBVyBB7dQgzo0oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4Amk+MwQ==</latexit>

H
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§ Anomaly Amplitude
Ø To cover high-frequency jitter traffic time series

Ø Considers the anomaly significance of each VM’s 

traffic time series at the anomaly time compared with 

its own normal time.

Ø The EVT algorithm based on extreme value theory

§ Shape Similarity
Ø Consider the shape similarity between VM and sBwp 

traffic sequence in the anomaly time interval.

Ø Set-based similarity method 

A false positive example of prediction model.

§ Ranking Algorithm
<latexit sha1_base64="1F3ie+vpwQYgSNLRx99xkjaxRzc="></latexit>

In(x(t)) = dpf (x(t)) ⇤ (!↵ ⇤ ↵max(x(t)) + !s ⇤ S(x(t)))

: Result of Prediction Model
: Result of Anomaly Amplitude
: Result of Shape Similarity
: Weight

<latexit sha1_base64="SM6CPDdVnZshtkRXOKRNA5pjqZk=">AAAB83icbVBNTwIxEO3iF+IX6tFLIzGBC9klRj2SePGIiYAJrKTb7UJDt9u0s0ay4W948aAxXv0z3vw3FtiDgi+Z5OW9mczMC5TgBlz32ymsrW9sbhW3Szu7e/sH5cOjjklSTVmbJiLR9wExTHDJ2sBBsHulGYkDwbrB+Hrmdx+ZNjyRdzBRzI/JUPKIUwJW6oeD6EHh6lMVarVBueLW3TnwKvFyUkE5WoPyVz9MaBozCVQQY3qeq8DPiAZOBZuW+qlhitAxGbKepZLEzPjZ/OYpPrNKiKNE25KA5+rviYzExkziwHbGBEZm2ZuJ/3m9FKIrP+NSpcAkXSyKUoEhwbMAcMg1oyAmlhCqub0V0xHRhIKNqWRD8JZfXiWdRt27qLu355VmI4+jiE7QKaoiD12iJrpBLdRGFCn0jF7Rm5M6L86787FoLTj5zDH6A+fzB2BvkIw=</latexit>

dpf (x(t))
<latexit sha1_base64="JdIUxOtOHEvBxtnCBNGhBF+FR5A=">AAAB+3icbVBNT8JAEN3iF+JXxaOXjcQELqQlRj2SePGIiYAJVDJdtrBht212twbS9K948aAxXv0j3vw3LtCDgi+Z5OW9mczM82POlHacb6uwsbm1vVPcLe3tHxwe2cfljooSSWibRDySDz4oyllI25ppTh9iSUH4nHb9yc3c7z5RqVgU3utZTD0Bo5AFjIA20sAu94HHY3hMBUyz6rSqa7WBXXHqzgJ4nbg5qaAcrYH91R9GJBE01ISDUj3XibWXgtSMcJqV+omiMZAJjGjP0BAEVV66uD3D50YZ4iCSpkKNF+rviRSEUjPhm04BeqxWvbn4n9dLdHDtpSyME01DslwUJBzrCM+DwEMmKdF8ZggQycytmIxBAtEmrpIJwV19eZ10GnX3su7cXVSajTyOIjpFZ6iKXHSFmugWtVAbETRFz+gVvVmZ9WK9Wx/L1oKVz5ygP7A+fwBC+JPg</latexit>

↵max(x(t))
<latexit sha1_base64="WG7xTcskqvh3ASoS+ZnTFccDGBo=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBCSS9gNoh4DXjxGNA9IljA7mU2GzM4uM71iCPkILx4U8er3ePNvnCR70MSChqKqm+6uIJHCoOt+O2vrG5tb27md/O7e/sFh4ei4aeJUM95gsYx1O6CGS6F4AwVK3k40p1EgeSsY3cz81iPXRsTqAccJ9yM6UCIUjKKVWvelpxKWy71C0a24c5BV4mWkCBnqvcJXtx+zNOIKmaTGdDw3QX9CNQom+TTfTQ1PKBvRAe9YqmjEjT+Znzsl51bpkzDWthSSufp7YkIjY8ZRYDsjikOz7M3E/7xOiuG1PxEqSZErtlgUppJgTGa/k77QnKEcW0KZFvZWwoZUU4Y2obwNwVt+eZU0qxXvsuLeXRRr1SyOHJzCGZTAgyuowS3UoQEMRvAMr/DmJM6L8+58LFrXnGzmBP7A+fwB6fmOlg==</latexit>

S(x(t))
<latexit sha1_base64="EhS0tysMu73ioC5sMWMydwrsu/o=">AAAB/3icbVDLSsNAFJ3UV62vqODGTbAILqQkRdRlwY3LCvYBTQg300k7dGYSZiZCiV34K25cKOLW33Dn3zhts9DWAxfOnHMvc++JUkaVdt1vq7Syura+Ud6sbG3v7O7Z+wdtlWQSkxZOWCK7ESjCqCAtTTUj3VQS4BEjnWh0M/U7D0Qqmoh7PU5JwGEgaEwxaCOF9pGfcDKA0AeWDuG8eKnQrro1dwZnmXgFqaICzdD+8vsJzjgRGjNQque5qQ5ykJpiRiYVP1MkBTyCAekZKoATFeSz/SfOqVH6TpxIU0I7M/X3RA5cqTGPTCcHPVSL3lT8z+tlOr4OcirSTBOB5x/FGXN04kzDcPpUEqzZ2BDAkppdHTwECVibyComBG/x5GXSrte8y5p7d1Ft1Is4yugYnaAz5KEr1EC3qIlaCKNH9Ixe0Zv1ZL1Y79bHvLVkFTOH6A+szx/4YZYF</latexit>!↵,!s

Deviation Ratio=0.025

Deviation Ratio=0.014
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§ Dataset

Ø 3 data centers from Alibaba Cloud.

Ø A total of 183 anomaly cases from 2020-11-30 to 2021-04-01.

§ Evaluation metric

Ø Precison@top k.

Ø k=5, according the experience DETAILS OF THE DATA.
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§ Overall Evaluation
Ø CloudPin outperforms multiple baseline models.

Ø CloudPin can reach precison of 97.8%, when k=1. OVERALL PERFORMANCE EVALUATIONS .
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§ Data Center Evaluation
Ø CloudPin outperforms other baseline algorithms in different data centers.

Ø The overall performance of different algorithms in different data centers is close.

Performance of different regions.
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§ Anomaly Type Evaluation
Ø CloundPin can cover 

different anomaly type.

Performance evaluations of different anomaly types.

Examples of different anomaly classification.
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§ Overhead
Ø Storage

o The average storage space of each traffic 
time series does not exceed 200KB

Ø Speed
o An ordinary server (CPU: 16 cores, Memory: 

128GB DDR4).

CONSUMPTION TIME EVALUATION .
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§ In this paper, we propose CloudPin, a framework based on multi-dimensional analysis 

to locate root cause of sBwp traffic anomalies in public cloud networks. 

§ Our algorithm analyzes the three dimensions of prediction deviation, anomaly 

amplitude, and shape similarity and generates possible root lists through an 

integrated ranking algorithm.

§ Our approach is cost-effective and can be cold-started.

§ We conduct a comprehensive evaluation in a real large-scale cloud network.
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